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Executive Summary

This study aims to identify gaps in the Canadian Cyber Threat Intelligence (CTI)
sphere and provide possible solutions by cross-examining case studies against cyber
security and intelligence frameworks. The selected case studies represent sectors —
health care, agriculture, finance, and higher education — with varying vulnerability,
targetability, and criticality. The study analyzed the overlooked issues in CTI in each
sector to identify overarching gaps that exist across Canada. The gaps identified are
legal, technical, organizational, and information sharing. Each case study illustrates at
least one of each gap with specific examples in which those gaps were exploited and
resulted in a successful cyber breach from a threat actor.

The first case study examined the cyber security of the Canadian healthcare
sector. It was discovered that the healthcare sector is a highly vulnerable target due to
the critical nature of its services and the valuable sensitive information it houses. The use
of new technologies at every level of the organization has presented new vulnerabilities.
The poor cyber security practices, lack of cyber awareness among staff, and outdated
software has also added to the sector’s vulnerability to cyber attacks. The fragmented
nature of the healthcare system and it being largely run by the public sector create a
culture that does not prioritize cyber security.

The second case study examined the Canadian agriculture sector. The
vulnerabilities that exist in this sector are due to a lack of cyber security defenses,
awareness, and standards. Recent cyber events have exposed gaps in technological
deficiencies and a lack of transparency, with the same threat actor being able to target
major organizations in the sector with the same type of attack within days of each other.
The agriculture sector represents an embryonic sector in cyber security with little
protective measures and an ignorance to their growing dependence on cyber systems.
As the sector continues to digitize and innovate out its manual back-up systems, its
dependency on IT systems coupled with a lack of defenses makes it vulnerable to attacks
that could have disastrous consequences, given the sector's critical importance to
Canada's well-being.

The third case study examined the Canadian finance sector. It is one of the most
protected sectors in the country. Yet despite its robust protective measures it still has
sizeable gaps, including a notoriously slow timeframe for detecting and containing cyber
intrusions. While it is the most protected sector, it is also the most targeted by threat
actors due to the financial and highly sensitive information it stores. Three successful
cyber attacks are discussed to illustrate the timeliness and importance of CTl and to
inform on the current gaps that exist in the Canadian financial sector.

The final case study examined the Canadian education sector, specifically its
Higher Education Institutions (HEIS). Like other sectors, it has experienced an increasing
number of cyberattacks. The decentralized organizations, coupled with the high volume
of sensitive data stored make them an ideal target for threat actors. Despite the upward
trend in cyberattacks, there is still a legal confusion on how to handle cyber security



incidents within the education sector, as federal legislation does not apply to the
education sector, except in a few provinces.

Out of the case studies, four gaps emerged from their analysis: legal gaps,
organizational gaps, transparency gaps, and technical gaps. The research identified gaps
in Canadian legislation around cyber security. Current laws, such as PIPEDA, only apply
to personal information collected through commercial activity and have minimal punitive
damages for non-compliance. Bill C-27, which is currently proposed legislation, would
result in the mandated organization the ability to impose higher fines. Despite the new
proposed legislation, Canadian laws still need to be updated to incentivize increased
investment in CTI.

Organization gaps in cyber security is caused by the tension between standard
business structures and the increasing sophistication of cyber threats. To address this
gap, CTI needs to be plugged in at every level of the organization while increasing the
basic cyber hygiene of each employee, changing the culture to a proactive rather than
reactive approach to CTI, and making management aware of the cyber landscape to
better inform the executive responsible for strategic decision making.

The lack of transparency is another cyber security gap. While the public sector is
better positioned for intelligence gathering and dissemination, the private sector lacks the
redundancies and manpower to replicate such a system. Therefore, to address the lack
of intelligence being gathered and shared to make organizations more cyber resilient,
third-party associations should be created and leveraged to allow for intelligence sharing
while maintaining anonymity and competitive advantage.

The final gap identified are technical abilities. While all sectors have increased their
reliance on cyber systems, many sectors still are outdated in their protective measures,
with some completely and ignorantly unprotected. Most of the literature discusses the
tactics, techniques, and practices (TTPs) of cyber security however the analysis of each
sector points to a lack of education and awareness on how dependent yet unprotected
much of the country’s sectors are.

In all four of these gaps, cyber threat intelligence can be leveraged to help fill these
gaps and make Canada’s public and private organizations more cyber resilient to mitigate
the increasing threat of cyber attacks.

Cyber threat intelligence can be used to address technical deficiencies in several
ways. To address issues regarding networks, it can be used to create policies regarding
what devices may connect to networks and maintaining separate rather than merged
networks. Policies concerning third party contractors and vendors can help ensure they
have appropriate cyber security standards to limit additional vulnerabilities. They can also
be used to certify high cyber security standards in publicly accessible spaces for
organizations who use public facing points.

Government regulations and policies can help promote CTI and address the legal
deficiencies that exist in Canada. Legislative reform such as bill C-27 will help impose



larger legal penalties for organizations with lax cyber security practices. These can help
incentivize companies to increase investment in CTI as proactive mitigation.

To address the organizational deficiencies, organizations can build their cyber
security by operationalizing CTI in many ways. First, they must change their perspective
of investing in cyber security, viewing it as a necessary protection in the short run to avoid
potentially catastrophic losses in the long run. They can educate their entire workforce
through administering basic cyber hygiene training. They can have their IT teams
approach CTI proactively rather than reactively and provide them with intelligence training
to help identify future threats. Finally, they can require middle management to be
constantly aware of the cyber landscape of their organization to keep cyber threat
intelligence on the minds of managers and executives.

To address the final gap in this report, the lack of transparency in CTI, information
sharing can be promoted, both horizontally to government bodies and vertically to other
organizations within the sector. A recommendation to facilitate such information sharing
is to leverage pre-existing business associations to disseminate key intelligence to all
relevant parties. Such information sharing practices can help build cyber security in the
sector to help protect not only individual organizations but Canada as a whole. *

1 This report was completed as part of the "Capstone in Canadian Security Policy," hosted by Prof Alex Wilner, at the
Norman Paterson School of International Affairs, Carleton University, in partnership with Accenture.

We would like to thank Maryam Jafari Lafti and Victor Munro for their support throughout this process and we are
greatly appreciative of their efforts in ensuring that we had the guidance necessary to complete this report.



Introduction

The practice of collecting and analyzing information to predict threats seems to be
intrinsic to the human experience. This process, broadly referred to as intelligence, was
folded into military domains at its most rudimentary level in the aftermath of the
Napoleonic wars and has existed in its modern form since the end of the second world
war.2 However, we are living in unprecedented times where threats lurk around every
corner, and the state is no longer the sole key victim of nefarious action by other states
or criminal actors. Technology and, more specifically, the proliferation of cyberattacks
have put everyone on the frontline.

Cyberthreats are becoming ubiquitous, as our society becomes ever more
technologically dependent. In 2021, there were over 70,000 reported crimes in Canada.3
Despite this, the infrastructure to appropriately respond to cyber-attacks is still nascent.
While states retain a variety of intelligence approaches for responding to cyber threats,
other facets of society are still particularly vulnerable. Businesses and individuals lack the
same knowledge and know how to adequately address cyber security. While the question
of the individual is still immensely elusive, there is progress regarding the response of
business. One evolving practice is the incorporation of Cyber threat intelligence (CTI) as
a means to proactively address cyber threats.

Cyber threat intelligence is the use of intelligence work to augment cyber security.
CTI can be used to identify threats, threat actors, security vulnerabilities and any other
information that might help an organization protect itself. CTl also involves an important
educational component which seeks to make organizations more resilient through raising
awareness and knowledge of cyber threats and proper cyber security practices.

As will be addressed later in this report, CTl has generally been hyper-focused on
the technological components of the process. We seek to provide a greater understanding
of how to operationalize CTI, specifically emphasizing its implementation beyond the
technical level. Focusing on salient Canadian sectors, we identify weak points in current
CTI practices. To this end, our report covers an overview of cyber threat intelligence,
where key definitions our laid out. Subsequently, we conduct a review of the academic
literature on CTI, which is still in its infancy, in order to provide a thorough understanding
of the major debates surrounding this process. The next section will describe this report’s
methodology, where we focus on case studies on the state of cyber security in several
Canadian sectors, including healthcare, agriculture, finance and higher education. These
sectors each display variation in criticality, targetability and vulnerability. Each case study

2 Mark Phythian, Understanding the Intelligence Cycle (London, UNITED KINGDOM: Taylor & Francis
Group, 2013), 9-13. http://ebookcentral.proquest.com/lib/oculcarleton-
ebooks/detail.action?doclD=1209543

3 “Police-Reported Cybercrime, Number of Incidents and Rate per 100,000 Population, Canada,
Provinces, Territories, Census Metropolitan Areas and Canadian Forces Military Police,” Statistics
Canada, August 2, 2022, https://www150.statcan.gc.ca/tl/tbl1l/en/tv.action?pid=3510000201.
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highlights broad gaps in Canadian cyber security and CTI. These four case studies show
that CTl in Canadian business suffers from technical, legal and organizational
deficiencies as well as a lack of transparency. For each of these broad gaps we provide
a series of recommendations with the objective of improving the operationalization of the
cyber threat intelligence in Canadian businesses.

Cyber Threat Intelligence Overview and Definitions

Cyber Threat Intelligence is a new field. Different experts with various backgrounds
(business, IT, intelligence services, law enforcement, etc.) have a range of views as to
how to define and approach the subject. Accordingly, no one set definition exists. Some
experts use traditional definitions of “intelligence”, seeing CTI akin to traditional
intelligence gathering.* For the purposes of this report, we have decided to utilize a
definition that is specific to CTI, and which emphasizes the cyber threat element of
intelligence. Some definitions are general while others are more technical or specific in
their approach.

Technical definitions include the application of the intelligence cycle or other
specific tools. Other definitions specify types of threats or vulnerabilities about which CTI
should seek to gain knowledge. An appropriate definition for the purposes of this report
will facilitate a broad approach to examining CTI. Technical definitions narrow the scope
of study, limiting the issues and solutions we can analyze. As such we have elected to
take on a broader definition. This inclusive approach to CTI, gives more flexibility in
identifying and mitigating cyber threats.

Accordingly, we’ve decided to use the definition provided by Shin and Lowery in,
"A review and theoretical explanation of the cyberthreat-Intelligence (CTI) capability”.
They define cyber threat intelligence as:

“CTlrepresents actionable threat information tailored to a specific organization that
requires careful attention and prevention. CTI consists of activities designed to
recover threat information germane to a specific organization to engineer more
precise defense strategies. This information includes threat types, sources, actors,
technologies, and attack vectors.”

This definition will maintain an emphasis on Cyber Threat Intelligence while
offering flexibility to analyze technical and organizational challenges while offering

4 Kris Oosthoek and Christian Doerr, “Cyber Threat Intelligence: A Product Without a Process?,”
International Journal of Intelligence and Counterintelligence 34, no. 2 (2021): 305,
https://doi.org/10.1080/08850607.2020.1780062.

5 Bongsik Shin and Paul Benjamin Lowry, “A Review and Theoretical Explanation of the ‘Cyberthreat-
Intelligence (CTI) Capability’ That Needs to Be Fostered in Information Security Practitioners and How
This Can Be Accomplished,” Computers & Security 92 (2020), 1,
https://doi.org/10.1016/j.cose.2020.101761.
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technical and organizational solutions. It emphasizes actionable intelligence that is
specific to an organization which provides useful guidelines for our goal of
operationalizing CTI.

Other key concepts relevant to the discussion of CTI include tactical technical
procedures (TTPs), indicators of compromise (loCs) and the intelligence cycle. Each
refers to the foundational elements of a functioning CTI process. TTPs refer to:

“The behavior of an actor. A tactic is the highest-level description of this behavior,
while techniques give a more detailed description of behavior in the context of a
tactic, and procedures an even lower-level, highly detailed description in the
context of a technique.”

TTPs are used for counterintelligence purposes. They are used to develop a profile
of threat actors and to link them to cyber attacks.’

Indicators of compromise (IoCs) are evidence that a system or network has been
breached. In digital forensics, they are used to detect and identify malicious actors and
their activity. Common 10Cs include unusual and unexplained traffic, unknown
applications, strange IP addresses or domain names, and unusual activity from privileged
and administrator accounts.®

The Intelligence Cycle is an intelligence framework used to develop intelligence.
The steps of the cycle are direction, planning, collection, analysis, dissemination, and
feedback.® This popular model is utilized by the Government of Canada and its allies.
Many variations of this model exist, however it is typically conceptualized to function as a
linear series of events, while in reality several of these steps operate simultaneously.©

The final concepts to be defined within the context of Cyber Threat Intelligence are
the levels of governance at which it operates. These are the strategic, operational, and
tactical levels. The strategic level of CTl is the broadest level of analysis focusing on types
of threat, threat actor profiles and organization criticality and vulnerability.!? The
operational level informs daily decision making and involves trend analysis, cyber attack

6 What Are Tactics, Techniques, and Procedures (TTPs)?,” Feroot Education Center, n.d.,
https://www.feroot.com/education-center/what-are-tactics-techniques-and-procedures-ttps/.

7 lbid.

8 “Indicators of Compromise (IoC) Security,” Crowdstrike - Cyber security 101, October 5, 2022,
https://www.crowdstrike.com/cyber security-101/indicators-of-compromise/.

9 Canadian Security Intelligence Service, “The Intelligence Cycle,” Government of Canada, May 20, 2020,
https://www.canada.ca/en/security-intelligence-service/corporate/publications/2019-public-report/the-
intelligence-cycle.html.

10 Phillip H.J. Davies, “The Intelligence Cycle Is Dead, Long Live the Intelligence Cycle: Rethinking
Intelligence Fundamentals for a New Intelligence Doctrine,” Brunel Centre for Intelligence and Security
Studies, 2013, 21, https://bura.brunel.ac.uk/handle/2438/11901.

11 Bob Gourley, “Security Intelligence at the Strategic, Operational and Tactical Levels,” Security
Intelligence, March 19, 2018, https://securityintelligence.com/security-intelligence-at-the-strategic-
operational-and-tactical-levels/.
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techniques, indications of a pending attack, and information of malware.'? The tactical
level is the narrowest in scope and the most time sensitive.*? It focuses on activity within
an organization’s system or on evidence that an attack is imminent.}* Tactical cyber
intelligence involves information on what systems have been compromised and how
they’'ve been compromised.*®

Literature Review

The academic landscape addressing Cyber Threat Intelligence is in its nascent
stages. As such, much of what is discussed addresses technical aspects of CTI that are
typically confined to the tactical stage of this process. These works generally focus on
narrowing in on the most efficient indicators of compromise or technical system that will
facilitate or produce quality intelligence.*® As Pythian points out, technology moves far
too quickly for traditional intelligence mechanisms to provide actionable information to the
relevant decision-makers.'” Beyond this, there are emerging discussions that have yet to
garner the same degree of attention as the technical factors.

The first point of departure is whether the focus on technical capabilities in CTl is
really the most efficient way to orient the process. From here we can assess other
interesting insights in the literature that tackle the wider concept of CTI. We have divided
the debates into three categories.

The firstis the deficiency in understanding for businesses when implementing CTI.
Zibak et al. identify a weakness in CTI today as the general lack of resources and
knowledge to independently collect, process, and exchange threat intelligence.'®
Businesses are not implementing CTI into their organizational structures in a way that
would maximize the efficiency of existing frameworks. Often businesses remain in a state
of unawareness. As Schlette et al. and the SANS 2022 survey point out, businesses often
have no efficient mechanism or metric to understand if their CTI efforts have been
effective.’® Somewhat problematically, such a lack of clear indicators of effectiveness
brings into question the utility of the endeavor itself.

12 Gourley, “Security Intelligence at the Strategic, Operational and Tactical Levels”

13 Ibid.

14 Ibid.

15 Ibid.

16 Paris Koloveas et al., “InTIME: A Machine Learning-Based Framework for Gathering and Leveraging
Web Data to Cyber-Threat Intelligence,” Electronics (Basel) 10, no. 7 (2021): 1-34,
https://doi.org/10.3390/electronics10070818.

17 Phythian, Understanding the Intelligence Cycle, 17.

18 Adam Zibak, Clemens Sauerwein, and Andrew Simpson, “A Success Model for Cyber Threat
Intelligence Management Platforms,” Computers & Security 111 (December 1, 2021): 2,
https://doi.org/10.1016/j.cose.2021.102466.

19 Daniel Schlette et al., “Measuring and Visualizing Cyber Threat Intelligence Quality,” International
Journal of Information Security 20, no. 1 (2021): 21-38, https://doi.org/10.1007/s10207-020-00490-y.



https://doi.org/10.3390/electronics10070818
https://doi.org/10.1016/j.cose.2021.102466
https://doi.org/10.1007/s10207-020-00490-y

The second deficiency is businesses’ inconsistency with how and to what degree
they operationalize CTI. CTl is ultimately a proactive cyber security measure, yet several
authors illuminate that businesses only address cyber security insofar as the law requires
it.2% This allows for investment in CTI to be overlooked in pursuit of preserving profits.
This minimum legal threshold is often below where one needs to be for a state of relative
security. Laws are often too slow to adapt to the evergreening nature of the cyber
landscape.

Another way business attitudes hinder CTI operationalization is a hyper-focus on
the tactical level. Ostheoek and Doerr are critical of CTl in its current state, claiming it
lacks a true process to develop intelligence.?* They argue that the current CTI landscape
is overly focused on the technology portion of cyber defense. Ultimately, CTI requires a
process “informed by intelligence analysis, methodology, and analytical tradecraft.”??
Thus, the elusive nature of CTI effectiveness may lie in weaknesses at the operational
and strategic level.

The third deficiency is the detailed methods to implement CTI. Kotsias et al.,
Koloveas et al., and Riesco et al. offer different concrete processes to increase CTI
effectiveness. The latter two direct their efforts on technical innovations or practices to
increase CTI efficiency.?® Uniquely, Kotsias et al. attempt to build a framework that goes
beyond technical application and focuses on broader organizational integration. They
advocate that since intelligence is a military process, companies must adopt a military
approach to practice successful CTI. More tangibly, they describe a two-phase approach
for widespread CTI adoption: phase 1 integrates CTlI it with a business's IT unit; phase 2
provides CTI “as-a-service” to business units and executives.?*

While the crux of the issue seems to always route back to organizational
deficiencies, Shin and Lowry derive a model that is meant to enhance the intelligence

Rebekah Brown and Pasquale Stirparo, “SANS 2022 Cyber Threat Intelligence Survey” (SANS,
February 2022).

20 James Kotsias, Atif Ahmad, and Rens Scheepers, “Adopting and Integrating Cyber-Threat Intelligence
in a Commercial Organisation,” European Journal of Information Systems ahead-of-print, no. ahead-of-
print (2022): 2. https://doi.org/10.1080/0960085X.2022.2088414

2! Qosthoek and Doerr, “Cyber Threat Intelligence: A Product Without a Process?” 300-315.

22 |bid. 302

2 R. Riesco, X. Larriva-Novo, and V. A. Villagra, “Cyber security Threat Intelligence Knowledge Exchange
Based on Blockchain: Proposal of a New Incentive Model Based on Blockchain and Smart Contracts to
Foster the Cyber Threat and Risk Intelligence Exchange of Information,” Telecommunication Systems 73,
no. 2 (2020): 259-88, https://doi.org/10.1007/s11235-019-00613-4.

Koloveas et al., “InTIME.”

% Kotsias, Ahmad, and Scheepers, “Adopting and Integrating Cyber-Threat Intelligence in a Commercial
Organisation.” 5-11.
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abilities of individual practitioners which would then disperse into positive benefits for the
entire firm.2°

The point of consensus we can glean from the literature is that the
operationalization of CTI is not only complex but is also at odds with commercial
structures and will require significant change in priority, attitude, and culture before Cyber
Threat Intelligence is implemented both broadly and efficiently.

Methodology

The purpose of this study is to identify key issues that have been overlooked in the
Canadian Cyber Intelligence Context and offer possible solutions to these issues. The
approach taken will focus on cross examining case studies against cyber security and
cyber intelligence frameworks. These case studies will be used to analyze cyber security
practices and threats in different sectors. This analysis will be supplemented by academic
research to identify potential issues that may not be identified through the case studies.

Case studies have been used because they act as a representative sample
allowing us to efficiently study each sector in greater depth. Case studies also present
the benefits of being able to investigate the application of CTI, in a real-world setting,
which will provide specificity and contextualization necessary for operationalization. It
also allows for a mixture of quantitative and qualitative data and analysis.?®

Case studies were selected based on a mixture of three variables: criticality
(impact of attack), vulnerability (frequency of attack), and targetability (difficulty of attack).
To justify these variables, we drew on a variety of sources including statistics from the
government of Canada and other academic sources. For the purpose of this report, a
sector is the unit of analysis. The sectors examined are health care, finance, agriculture,
and higher education. Within each sector, several examples of successful cyber attacks
have been provided. These are used to gain a greater understanding of the sector, identify
gaps within CTI, and to inform on how CTI can be leveraged to better operationalize it in
each sector. Our analysis will provide a greater understanding of whether issues are
universal or if the gaps are unique to individual sectors.

Our report has the following limitations. Firstly, we acknowledge that the selection
of each sector may indicate a selection bias. However, together each sector represents
a diverse distribution across the selected variables. Secondly, there was a general lack
of information regarding how CTI is conducted within particular organizations, if at all.

25 Shin and Lowry, “A Review and Theoretical Explanation of the ‘Cyberthreat-Intelligence (CTI)
Capability’ That Needs to Be Fostered in Information Security Practitioners and How This Can Be
Accomplished”

26 Jennifer Rowley, “Using Case Studies in Research,” Management Research News 25, no. 1 (January
1, 2002): 16-27, https://doi.org/10.1108/01409170210782990.
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However, we have been able to approximate the success of CTl based on examining and
analyzing the impact of cyber instances in each case.

Analysis of Canadian Sectors
Healthcare

In November of 2019, LifeLabs, a medical testing company in B.C., experienced a
data breach where over 15 million patient files were stolen.?” Affected individuals filed
lawsuits as their personal and medical information was stolen. The investigation
determined that LifeLabs had inadequate cyber security measures making them negligent
with plaintiffs asking for $1.1 Billion in compensation.?®

In November of 2021, Eastern Health the organization that runs Newfoundland
Hospitals, experienced a significant cyber attack. Over 58,000 patients were impacted by
the data breach where information going back to 1996 was stolen.?® Information leaked
includes medical information, medical care plan numbers and administrative information,
social insurance numbers and financial information.3° A review by an Israeli cyber security
firm concluded that Eastern Health had numerous cyber security concerns and
vulnerabilities emphasizing the lack of cyber security awareness amongst staff.3!

Cyber security concerns in the health care sector have been gaining increased
attention in recent years. The health care sector - hospitals, clinics, research labs,
pharmaceutical clinics and the machinery and products produced by these organizations
- tend to be extremely vulnerable to cyber attacks and have some of the worst cyber
security practices of any major industrial sector.®? This is particularly concerning given
the high degree of criticality embedded in this field.

27 Jessica Davis, “Inadequate Security, Policies Led to LifeLabs Data Breach of 15M Patients,” Health IT
Security, July 1, 2020, https://healthitsecurity.com/news/inadequate-security-policies-led-to-lifelabs-data-
breach-of-15m-patients.

28 |bid.

2 Darrel Roberts, “Number of People Hit by Privacy Breach in 2021 Cyberattack Now up to 58,000:
Eastern Health,” CBC, December 12, 2022, https://www.cbc.ca/news/canada/newfoundland-
labrador/cyberattack-update-eastern-health-1.6678660.

30 |bid.

31 Rob Antle, Patrick Butler, and Peter Cowan, “Long before N.L. Cyberattack, Report Flagged Flaws in
System,” CBC, May 12, 2022, https://www.cbc.ca/news/canada/newfoundland-labrador/nl-cyber security-
eastern-health-report-1.6447807.

82 Mark Gollom, “LifeLabs Cyberattack One of ‘Several Wake-up Calls’ for e-Health Security and Privacy,”
CBC, December 19, 2019, https://www.cbc.ca/news/sciencel/lifelabs-data-breech-security-ehealth-
1.5400817.
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Healthcare is one of Canada’s critical infrastructure sectors.3? It also carries a high
degree of risk because of the extensive amount of personal information (including
financial and medical) these organizations carry. Most importantly healthcare services are
responsible for the preservation of lives and the disruption of these services can lead to
death and bodily harm.

Healthcare is a field that touches every Canadian. Disruptions to the healthcare
sector are therefore high visible, making them an ideal target for threat actors who want
to draw attention or cause a maximum amount of harm.3*

Healthcare services are often time sensitive.3® Organizations often have little time
to react to cyber threats and may not be able to make consultations before responding to
a threat actor's demands. They are therefore more susceptible to caving to attackers
demands quickly, with little negotiation or attempts to dislodge the attackers. Healthcare
organizations pay ransoms 60% of the time compared to an average of 46% in other
sectors.3¢

Threat actors target the healthcare sector because of the use of new technology.
IT systems, specifically internet connected devices, are increasingly used.?” Each new
network connected device presents the potential for new vulnerabilities that can be
exploited. More network connected devices also mean that more data is stored online,
increasing the risk for potential data breaches.*®

Healthcare organizations hold enormous amounts of valuable data. This includes
but is not limited to biographical information, health information, personal financial
information, corporate financial information and intellectual property. The Canadian
Internet Regulation Authority has estimated that the value of an individual's private health
information can be worth 200 times ($1000) the amount of a stolen credit card ($5).3°
Healthcare data can be extremely valuable due to slow response times by health care
organizations, prolonging its utility to criminals.*® This data can also be extremely valuable

33 “National Strategy for Critical Infrastructure” (Public Safety Canada, 2019), 4,
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/srtg-cricl-nfrstrctr/index-en.aspx.

34 Alex Wilner et al., “From Public Health to Cyber: Cyber security and Canada’s Healthcare Sector,”
International Journal 76 (4) (2021), 528.

35 |bid. 528.
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Ransomware Attacks?,” Portnox, September 19, 2022,

37 Aurore Le Bris and Walid El Asri, “State of Cyber security & Threats in Healthcare Organizations: Cyber
security Strategy for Managers,” ESSEC Business School, 2017, 3.

38 Canadian Centre for Cyber Security, “Cyber Security for Connected Medical Devices (ITSAP.00.132),”
Government of Canada, November 5, 2021, https://www.cyber.gc.ca/en/guidance/cyber-security-
connected-medical-devices-itsap00132.

3 Arapi Kreshnik, “The Healthcare Industry: Evolving Cyber Threats and Risks.,” Master’s Thesis - Utica
College, May 2018, 12.
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to health research labs or pharmaceutical companies because it can be extremely
expensive, difficult, and time consuming to acquire legally.*!

Finally, targeting the healthcare sector can directly lead to injury or death. White
hat hackers have demonstrated that medical devices can be targeted to harm or Kkill
people. Pacemakers and defibrillators can be hacked to stop an individual's heart.4?
Although there are no documented cases of assassination using healthcare devices,
experiments have demonstrated that this is possible and that sophisticated actors do
potentially have the means to carry out this form of attack.*3

Cyber threat actors can be loosely broken into three categories: State sponsored
actors, extremists/hacktivists and cyber criminals. Each of these profiles tends to have
different objectives for attacking the healthcare sector.

Extremists, terrorists, and hacktivists generally want to cause disruption to make a
political statement and draw attention to an issue.** Cybercriminals are motivated by profit
and will tend to focus on ransomware or data breaches.*® State-backed actors will focus
on either establishing a presence or stealing intellectual property.*® State-backed actors
will establish a foreign presence so that they can develop a threatening posture, the threat
being that in the event of conflict, they could use their presence to quickly disrupt
healthcare services.*” State-back actors also cause data breaches but for different
reasons than cyber criminals. They may steal data to benefit their own health services.*®
A prime example of this was how Chinese hackers targeted healthcare organizations so
they could steal COVID-19 vaccine information to further the development of their own
vaccine technology.*®

41 1bid.529.
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Another key group is disgruntled employees. Fifty eight percent of cyber attacks in
the healthcare sector are facilitated by employees.*° Furthermore, in one survey, 29% of
healthcare employees reported being aware of someone in their organization who sold
confidential information and 21% reported that they were willing to sell confidential
information themselves given the opportunity.>?

The healthcare industry suffers from a myriad of organizational and technical
challenges. At the macro-level the Canadian healthcare system suffers from being a
fractured system. The healthcare sector therefore does a poor job helping and learning
from one another leading to healthcare organizations responding to issues on an
individual level and not as an ecosystem.5?

At the micro-level a key challenge is the cyber security awareness of healthcare
workers. They see cyber security as an issue for the IT department and therefore lack
cyber security knowledge or best practices. A deficiency of cyber security knowledge and
training leads to poor cyber hygiene which needlessly increases vulnerabilities and risks.

Healthcare organizations suffer from technical challenges as well. Healthcare
organizations often have antiquated software with relatively high amounts of
vulnerabilities.>® Even when new software packages are installed, it tends to interfere with
existing software creating software vulnerabilities. Finally, healthcare is a tech dependent
sector. More and more network connected devices are used and each of these brings
potential vulnerabilities and an increased risk level.

Agriculture

In November 2022, Sobey’s grocery chain’s parent company, Empire, experienced
a cyber incident that is estimated to have cost $32 million, minus any recoveries they can
receive through cyber insurance.> Ransomware was installed, preventing their pharmacy
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f.
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Healthcare Networks 78, no. 5 (n.d.): 2004, 62.
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Healthcare IT Systems,” in 2019 13th International Symposium on Medical Information and
Communication Technology (ISMICT) (2019 13th International Symposium on Medical Information and
Communication Technology (ISMICT), Oslo, Norway: IEEE, 2019), 2.
https://doi.org/10.1109/ISMICT.2019.8744003.

5 Paul Withers, “Sobeys Cyberattack Cost Grocery Store Operator $25 Million | CBC News,” CBC,
December 15, 2022, https://www.cbc.ca/news/canada/nova-scotia/sobeys-cyber-attack-25-million-
1.6686838
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services from operating for four days and halting other operations for roughly a week.>®
The $39.1 million direct costs reported so far are attributed to legal and professional fees,
IT system restoration and spoiled inventory.>® Empire experienced indirect costs
associated with sales declines and reduced operations, estimated to total $15 million. The
attack has inspired the company to further invest in cyber security over the next few
years.5’

In the same month of Empire’s cyber incident, Maple Leaf Farms, a pork and
poultry packing company experienced their own attack which led to a system-wide
outage.®® The total estimated cost of the incident is $23 million from similar expenditures
as Empire such as professional fees, system restoration costs, lost sales, and spoiled
inventory.>® It too had cyber insurance which will mitigate some of the costs. Initiating their
business continuity plan enabled Maple Leaf to continue operations manually (with paper-
and-pencil) within 48 hours of the incident being discovered® — a contingency plan that
most critical infrastructure (Cl) sectors might be unable to rely on.

Both examples illustrate some of the gaps that currently exist in the Canadian
agriculture sector — which includes farms, forestry, fishing, and hunting as well as meat
processing and packaging plants and food distribution services according to the North
American Industry Classification System (NAICS) codes.®! In the realm of cyber security,
Canada’s agriculture sector represents an embryonic sector in its cyber security
defences, awareness, and standards (awk). Researchers such as University of Guelph’s
Dr. Ali Dehghantanha have labelled it a “soft underbelly” having minimal to no cyber
security protection.®? According to a Statistics Canada analysis in 2021, the agricultural
sector was one of the most vulnerable sectors due to their lack of security preparedness.
They were the fourth least protected sector against malware, including viruses, spyware,
ransomware, etc. As seen in Figure 1, only 65% of enterprises in the sector have anti-
malware protection. They were the third highest sector for having no cyber security
measures in place, with 12.2% of businesses in the sector being completely

5 Robertson, Susan Krashinsky. “Empire Says Cost of Sobeys Cyber security Breach Higher than Initial
Estimates.” The Globe and Mail, March 16, 2023. https://www.theglobeandmail.com/business/article-
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58 Adriano, Lyle. “Maple Leaf Foods Confirms Cyberattack, Will Not Pay Ransomware Gang.”
www.insurancebusinessmag.com, December 1, 2022.
https://www.insurancebusinessmag.com/ca/news/cyber/maple-leaf-foods-confirms-cyberattack-will-not-
pay-ransomware-gang-429218.aspx.

59 Roy Graber, “Cyberattack Cost Maple Leaf Foods at Least CA$23 Million | WATTPoultry.,” March 9,
2023, https://www.wattagnet.com/articles/46910-cyberattack-cost-maple-leaf-foods-at-least-ca23-million.
80 |pid.

61 Codes 113 and 11531.. “North American Industry Classification System (NAICS) Canada 2017 Version
3.0.” Statistics Canada. 2018. Www23.Statcan.gc.ca.
https://www23.statcan.gc.ca/imdb/p3VD.pl?Function=getVD&TVD=1181553.

62 Ali Dehghantanha, “Cyber-Attacks a Growing Threat to Farm, Food Security, Warn U of G
Researchers,” U of G News, August 17, 2022, https://news.uoguelph.ca/2022/08/cyber-attacks-a-
growing-threat-to-farm-food-security-warn-u-of-g-researchers/
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unprotected.®® This has been attributed to slim profit margins that many businesses, like
farmers, in the sector work with, making investing in cyber security a luxury.®* Many are
also uneducated or unaware of their dependency on data, as many claim they can go
back to pen and paper at a moment’s notice, as was the case with Maple Leaf Farms.®°
However, with the agriculture sector becoming increasingly digitized, the sector’s
dependency on data coupled with its lack of defences is making it increasingly
vulnerable.%® And with threat actors targeting businesses during critical times, like planting
and harvesting seasons, a growing number of attacks are leading to ransoms being
paid.®’

The agriculture sector is critical to Canada's well being and economy. It is
considered one of Canada’s ten critical infrastructures®®, generating 6.8% of Canada’s
GDP and employing 1 in 9 Canadians nationally.®® Cyber attacks in the agriculture sector
have increased in the past few years and are projected to keep on increasing over the
coming decade.” So far, the industry has been left relatively unscathed compared with
other sectors, like the financial sector (Figure 2), with malicious cyber incidents, privacy
and lost data incidents and IT implementing and processing errors making up only 4.1%,
1%, and 0.5%, receptively, of total incidents across all sectors.”* However, advocates in
agriculture are increasingly warning of the catastrophic implications that the sector will
face if they remain under and unprotected.’?
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Figure 1 Cyber Security Measures Enterprises Have in Place by Industry and

Size of Enterprise

North American Industry Classification | Agriculture, forestry, | Finance and |Educational I-;ac:tsl'loiiaarle
System (NAICS) fishing and hunting insurance services .
assistance
Cyber security measures 2021 2021 2021 2021
Mobile security 30% 74% 42% 37%
Anti-malware software to protect
against viruses, spyware, ransomware, 65% 94% 76% 76%
et cetera
Web security 24% 80% 65% 45%
Email security 53% 94% 82% 71%
Network security 43% 91% 65% 66%
Data protection and control 17% 76% 41% 40%
Point-Of-Sale (POS) security 6% 30% 29% 20%
Software and application security 11% 68% 31% 22%
Hardware and asset management 12% 71% 35% 30%
Identity and access management 24% 79% 53% 44%
Physical access controls 12% 62% 29% 31%
Business does not have any cyber
security measures in place 1250 L e =
Business does not know 11% 1% 9% 7%

Figure 2 Percentage of Total Incidents

Malicious cyber incidents

Privacy and lost data incidents

IT implementation and processing errors
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The major gaps in the agriculture sector as illustrated by the previous examples,
fall under four major categories: technological deficiencies, organizational gaps, legal
gaps, and a lack of transparency. The technological deficiencies are clear, with less than
two-thirds of enterprises having malware protection and 12% of enterprises having no
protections at all.”® With the recent digitization of the industry, there appears to be a lack
of understanding of their reliance on cyber infrastructure leading to a lack of investment
and an ignorant self-reliance on analogue methods, believing that they can resort to “pen-
and-paper” if need be. This may be the case in some instances, but with increasing
sophistication and innovation, analogue solutions will likely be phased out soon enough.
This cyber illiteracy can also be categorized into an organizational gap, with a lack of
education on the importance of cyber security and obstacles to investment because of
slim profit margins. With legal gaps, there are little to no mandatory regulatory
requirements for cyber security in the industry, however there are current initiatives that
are trying to build a more resilient agriculture sector. For instance, the Community Safety
Knowledge Alliance (CSKA) is working with Public Safety Canada to enhance the cyber
security of the entire sector by 2024.”* Government regulations and organizational
standards can help raise a baseline security level for the industry. The black basta group
ransomware attack that targeted and successfully breached two organizations in the
agriculture sector (Empire and Maple Leaf Foods) points to another gap around a lack of
transparency. The two attacks occurred within a week of each other; had there been some
system in place that encouraged and enabled horizontal information sharing within the ag
sector, perhaps the second attack could have been avoided.

Finance

In terms of cyber security, Canada’s financial sector — which includes banks,
securities and other financial investment activities, insurance carriers and funds — is one
of Canada’s most well-protected and highly targeted critical infrastructure sectors. Yet
despite its robust cyber defences, threat actors continue to successfully compromise its
IT systems, causing major, publicly-known breaches, leading not only to economic and
reputational damages but also threating customers with the loss, theft, and potential
exploitation of personal data. Like any other organization in our increasingly digitized
world, reliance on IT systems has made cyber security critical to all areas of financial
organizations. It has also created new vulnerabilities both internally and externally that
may be overlooked. CTI can help identify and address the gaps in the financial sector’'s
cyber defenses to help make it more protected and resilient to cyber threats.

Three successful cyber attacks against Canadian financial institutions — a major
bank, an insurance carrier, and a country-wide credit union — will help provide context to

3 Statistics Canada, “Cyber Security Measures Enterprises Have in Place by Industry and Size of
Enterprise”

74 Community Safety Knowledge Alliance. n.d. “Strengthening the Cyber Security Capacity of Canada’s
Agricultural Sector — CSKA.” CSKA. https://cskacanada.ca/projects/strengthening-the-cyber-security-
capacity-of-canadas-agricultural-sector/.
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the relevancy and importance of CTl, further informing gaps currently existing within the
financial sector.

The first is the 17 month long breach of BMO’s online banking software that
occurred in 2017-2018 that resulted in unauthorized third parties obtaining sensitive data
from 113,154 accounts and the eventual unauthorized disclosure of personal data of
3,190 of its customers.” The two attacks were a result of BMO’s inadequate security
testing, vulnerability management, and oversight monitoring.”® This incident illustrates a
number of gaps that exist in the CTI of the financial sector including the slow detection
and containment of data breaches and a reactionary approach to cyber security.

The next was a successful ransomware attack against an unnamed Canadian
insurance firm in the fall of 2019. The threat actors were able to successfully infiltrate and
bypass the firm’s firewalls and infect 1,000 of their computers.”” The firm paid the threat
actors $950,000 US to decrypt their computers with funds from previously purchased
cyber insurance. Despite the sizeable breach, the economic loss, and the potentially
damaging unauthorized access of customers’ sensitive data, the incident only became
public because the reinsurer used to pay the ransom filed legal actions against the threat
actors to recuperate the ransom.”® This incident illustrates two other gaps in the financial
sector: insufficient defenses and the non-disclosure of cyber incidents.

The third and most recent incident occurred in June of 2022 when several credit
unions in Manitoba and across Canada experienced a “cyber security incident.””® The
credit union used a third-party digital technology company to service their cyber security
systems. When they became aware of the unauthorized access, they initiated their
incident response plan and secured their digital networks and systems. The firm
confirmed that there was no unauthorized access or compromise of personal data,
however services were impacted during the investigation.°

The Canadian financial sector is one of Canada’s most well protected sectors, with
between 89.8% and 97.5% of enterprises being equipped with anti-malware software to
protect against viruses, spyware, ransomware, etc.8! However, as seen in the example

5 Office of the Privacy Commissioner of Canada. 2021. “PIPEDA Findings #2021-003: Security
Deficiencies at BMO Lead to Large-Scale Breach.” Www.priv.gc.ca. December 9, 2021.
https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-
businesses/2021/pipeda-2021-003/.
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company-cyberattack-1.5445326
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" Vera-Lynn Kubinec, “Credit Unions across Canada Targeted in Cyber security Incident, but No
Evidence Data Compromised: Tech Company | CBC News,” CBC, June 15, 2022,
https://www.cbc.ca/news/canada/manitoba/credit-unions-cyber security-incident-1.6488872
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of the unnamed insurance firm, these protective measures are notimpenetrable. Although
the financial sector may appear to be adequately protected against cyber attacks, it is
also notoriously slow at detecting and containing data breaches. According to a 2021
Data Risk Report by Veronis, it can take as many as 233 days to detect and contain a
breach.?? This was exemplified by the example of BMO. According to a PIPEDA report of
findings from the Office of the Privacy Commissioner of Canada, BMO was not aware of
the unauthorized breach and exfiltration of the personal data until it received a ransom
email in May 2018, 7-11 months after the original attack took place.®* BMO only took
action to review its systems and assess the risk to its customer’s personal information
after they received proof that personal information was stolen.8* This slow awareness and
responsiveness of financial organizations is likely due in part to the “low and slow”
approach taken by malicious actors to stay undetected for as long as possible to maximize
how much data and money they would be able to exfiltrate and secure.8®

The housing of financial resources and highly sensitive data makes the financial
sector one of the most targeted sectors in Canada.®® In 2021, there were 2,527 reported
cyber incidents worldwide, more than triple the amount from the previous year.8” With
their efforts to digitize their data and automate their systems, the financial sector has
created new vulnerabilities.®® According to research from the Bank of Canada, of the total
cyber incidents in the critical infrastructure sectors, the financial sector is the most
targeted. It makes up 28% of all privacy and lost data incidents,®® 19% of malicious
incidents® and 18% of IT implementing and processing errors.®® Financial institutions
typically face two types of attacks from malicious actors: conventional attacks that try to
steal financial and data resources from organizations and ransomware attacks to seize
control of an organization’s systems until a ransom is paid.%? Of the three types of
incidents, IT implementation and processing errors pose a significantly bigger financial
threat to organizations. Figure 3 shows the median losses by cyber incident types, both
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in the finance and insurance sector and among all sectors. It demonstrates that IT
implementation and processing errors are more than eight times more financially
damaging than either malicious cyber incidents or privacy and lost data incidents. The
other reason it is such a major target is because of the sensitive information they house.
The wide range of personal information that financial organizations have access to — such
as financial account numbers, social insurance numbers, and/or credit or debit card
numbers — can be sold on black markets, used to perpetrate identity theft, or disclosed
on public sites as was the case in the BMO example.

Figure 3 Median Losses by Cyber Incident Type

Median loss per incident, thousands constant USD (2018=100)

In analyzing the financial sector, there are several CTI gaps, namely IT challenges
and a lack of transparency. The BMO example illustrates the deficiency in IT. Although
the financial sector may appear to be sufficiently safe with malware-protecting software,
IT implementing errors can cause major cyber incidents that are damaging. With
customer-applications increasingly being implemented by financial institutions, expanding
the users able to regularly access their IT systems, the need for proper testing and
ongoing oversight monitoring is essential. The BMO and unnamed insurance firm
examples also illustrate the sector’s lack of transparency. Financial institutions typically
avoid disclosing cyber incidents for fear of reputational harm and notifying threat actors
of their vulnerability; only 10-20% of firms who face a successful ransomware attack
disclose it publicly.®® This can cause significant harm to customers, vendors, and
business partners in terms of their sensitive data. When firms choose to delay or avoid
disclosing when a successful cyber incident occurs, those whose data has been
potentially stolen remain unaware, making them vulnerable to identity theft or other
personal data related harms.®* These gaps can be addressed using CTI to make the
financial sector more resilient to cyber threat incidents.

% Daigle, “Hackers Were Paid Ransom after Attack on Canadian Insurance Firm, Court Documents
Reveal”
% Ibid.
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Higher Education

Cyber incidents are becoming an increasingly salient issue for Higher Education
Institutions (HEIs). In 2016, the University of Calgary suffered a ransomware attack. As a
result of the attack, UofC files were encrypted, and faculty and staff were unable able to
access their email systems.® Beyond the halting of operations within the university, the
UofC’s administration decided to pay out a demanded ransom of $20,000 to regain
access to their systems.% Despite the payment, the university acknowledged that this
does not necessarily mean the issues would be solved. Fortunately, the description keys
worked, and operations were restored. The reasons cited by the university for paying the
ransom were that they did not want impediments to their vital work.®” While UofC paid
only $20,000 in ransom, the demands put forth by malicious threat actors have been on
the rise. This can partially be attributed to more clandestine ways of acquiring funds like
the proliferation of cryptocurrencies.®®

In 2021, there was an attack on a Simon Fraser University server. The ransomware
attack led to a data breach of the personal information of 200,000 people.®® Although the
attack did not contain highly sensitive information like Social Insurance Numbers or
financial information, this was the second data breach suffered by the university in a 2-
year time frame. The year prior SFU paid to decrypt files from a ransomware attack that
affected over 250,000 individuals.® The impacted personal information by this breach
included Student and employee IDs, first and last names, dates of birth, courses, and
encrypted passwords.'®* SFU reported both breaches to the Office of the Information and
Privacy Commissioner of British Columbia.%?

These are two examples of an emerging trend in Canada and globally. According
to Statistics Canada, 64% of large educational services organizations have been
impacted by a cyber security incident. Educational services were impacted on average of

% “University of Calgary Paid $20K Ransom to Cyberattackers to Unlock Computer Systems | CBC
News,” CBC, June 7, 2016, https://www.cbc.ca/news/canada/calgary/university-calgary-ransomware-
cyberattack-1.3620979
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four times per year for the purpose of stealing personal or financial information.°® Another
type of harm experienced was disruptions to services or functioning with organizations in
46% of attack occurrences, as seen in Figure 4.104

Figure 4 Types of Cyber Security Incidents that Impacted Educational Services

Legend ¥

Note: Data for certain types of incidents were too unreliable to be published.

@ Disrupt web presence 2 times
® Steal personal or financial information 4 times
® Steal money or demand ransom F
@ Steal IP or business data 2 times
® Unauthorised access 2 times
@® Track business activity F
@® Unknown motive 8 times

Source: Statistics Canada, tables 22-10-0076-01 and 22-10-0079-01

This is undoubtably exacerbated by the increased technological complexity that
has entered higher education since the start of the COVID-19 pandemic. This illuminates
part of why the education sector is a growing target. The data that universities hold can
be extremely valuable for a variety of reasons. Unlike the financial sector, monetary gain
is not the only motivating factor that can increase an HEI's targetability. While they do
hold financial information, they also control information relating to staffing, enrolment, and
personal health information which often includes sensitive personal identifying
information.1 There is a myriad of information collected and controlled by these
institutions concerning the population of the organization. At a broader level, these
institutions conduct research that can be valuable intellectual proper. This research can
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be highly impactful for the global markets or even strategically valuable for the security
and development of nation states.19

The sheer quantity of data in HEIs makes them enticing targets, but threat actors
have the added benefit that their IT system are often decentralized. This decentralization
is a consequence of the higher education structure where separate faculties and
departments might have vastly different technological needs. Unfortunately, this creates
a rich environment for abuse by malicious actors as “this kind of piecemeal setup creates
apparent security vulnerabilities that attackers can exploit.”*°” Also, HEIls are becoming a
more lucrative target even if data is not exfiltrated. Where UofC paid $20,000, other
institutions have suffered much greater costs of extortion.1%® The average cost associated
to data breaches in HEIs are approximately $3.86 million.1%® While in some instances this
can be attributed to higher ransoms being paid, there is also the additional operational
cost associated with securing a system during and after an attack.

The most common methods of attack in higher education are ransomware and
phishing attacks. While this is not so different from the general cyber threat trends, HEIs
have structural components that leave them more exposed. Ransomware attacks involve
encryption and at times exfiltrating information. The data stolen can then be sold and the
promised de-encrypting of critical data is used to extort funds from the target institutions.
As already mentioned, the volume, variety and sensitivity of data in HEIs make
ransomware attacks harmful and can halt operations. These institutions are also highly
susceptible to phishing campaigns. University campuses are often “bring your own
device” centred, which opens the avenues for attack. Everyone within the HEI, including
students, professors, alumni, and other staff are all points of infiltration via email phishing
campaigns. It is difficult for the organizations to manage the behaviour and devices of
these diverse points of attack. In response to these threats, Canadian HEIls have
increased their technical cyber capabilities but it is unclear if this is sufficient to meet the
threat.

Another exacerbating factor is the legal confusion in this sector. While Canadian
federal legislation does require mandatory breach reporting, under its Data Protection
Legislation (PIPEDA), the scope is limited. Only organizations that are in control of
personal information that was collected over the course of commercial activity are subject
to the act.!'® This means that the law does not cover all organizations in Canada.
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Education is generally under the purview of the provinces. PIPEDA does not apply to the
education sector. Only Alberta, Quebec and British Columbia have substantially similar
legislation with mandatory breach reporting!!! that can hold these institutions to an
elevated standard.

In both the examples for this sector, the universities fell under the jurisdiction of
provinces with substantially similar legislation to federal data protection legislation and
require breach reporting. However, in provinces that lack this legislative framework, many
attacks can fly under the radar. Unfortunately, education is one of the most prevalent
sectors where ransomware attacks go underreported.1*?

As these institutions become more aware of their targetability, they need to focus
on pre-emptively dealing with threats and responding appropriately when threat actors
succeed. This requires technical capabilities, developing a minimum standard of
preparedness and response plans, potentially set out by the government and increased
information sharing.

Broad Gaps and Recommendations

Over the course of this research, we have identified several broad gaps that should
be addressed to not only allow for more efficient operationalization of the intelligence
process but also strengthen cyber security in Canada. These gaps include deficiencies in
technical capabilities, Canadian cyber security legislation, business organizational
structures, and a lack of transparency. We will address these gaps through several
recommendations that will benefit the operationalization of CTI.

Technical Deficiencies

Healthcare, finance, agriculture, and higher education all suffer from a range of
technical deficiencies. Our research has found that there are large disparities in the
quality of cyber security between sectors, with healthcare and agriculture having the
weakest cyber security while finance and higher education have better protection.

The most glaring gap in the case studies was the lack of cyber security precautions
in healthcare and agriculture. Many systems used in these fields do not have any anti-
virus or cyber security software.'*3 This stems from work cultures that are unaware of
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cyber threats, leading to a serious lack of investment.4 Poor cyber hygiene exacerbates
issues caused by the lack of cyber security. Some examples include not updating
software, re-using passwords, and having unrestricted access.

All four case studies are experiencing trends of increasing connectivity — the use
of more network-connected devices and more networks being connected. This is raising
the potential criticality of a cyber attack and therefore proper precautions must be taken.
Interconnected devices make it possible for threat actors to move laterally through
systems, expanding their potential impact and access to sensitive information.
Organizations should be strict regarding what devices may connect to their networks and
what sort of activity is allowed to occur on work networks. Personal networks and
business networks should be kept separate and used for different purposes. This is
exemplified by the agricultural sector; family farms should consider keeping the farmwork
and the farmhouse networks separate. Organizations should also be wary of merging
networks. For instance, large organizations such as universities may want to consider
maintaining numerous networks across their campuses. One network might open to all
students and staff, while more sensitive work could be isolated on smaller more restrictive
secondary networks.

Connectivity issues also occur with partner organizations and contractors, as these
third parties are an important vector of cyber attacks.!'®> Many organizations within our
case studies work with external partners. These connections can be digital or through
physical access. If they can access or use organizations’ networks or systems, it's key
that these partners and contractors maintain appropriate cyber security standards.

The final major IT challenge we identified was the growing amount of public facing
points that could be targeted for cyber attacks. Healthcare, higher education and finance
all have points of access open to the public. Whether it's an online bank account, a
university portal or an online healthcare profile, these public facing surfaces provide
potential breach points. Physical access points are also a potential attack vector for cyber
attacks. School computers, unsupervised hospital areas and bank offices present
physical access points where a threat actor could enter a system. Maintaining high cyber
security standards in these publicly accessible spaces will be key and cyber security
investments should emphasize these areas. Ultimately, technical capabilities may
struggle to keep up with the innovation of the threat actors but continued improvements
in this area are vital to successful CTI operations, so that attacks can be prevented and
data more securely managed by practitioners.
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Legal Deficiencies

The Canadian legal regime is currently inadequate to ensure that businesses
respond to cyber security threats in an effective and efficient manner. The financial sector
which is generally federally regulated is one of the few sectors in Canada that has a
decent legal regime behind it to ensure appropriate action. This is due to the multiple
regulatory obligations within the sector.'*¢ Currently, at the federal level, the only major
legislation that incentivizes an appropriate reaction to cyber incidents from businesses, is
PIPEDA. While the act promotes good cyber security posture to ensure that personal
information is protected, the act has several blind spots.'!” The act only applies to
personal information collected through the course of commercial activity. This means that
only personal information is subjected to the regulatory requirements under the law and
that not all organizations collecting personal information could be subject to it. Notably,
hospital, educational institutions and even not-for profits are not covered by the act.}'® As
discussed in “Higher Education” there is also only similar privacy legislation in Alberta,
Quebec, and British Columbia. The variety of laws and limited net casted over what is
protected, leaves room for many incidents to fall through the cracks. The Office of the
Privacy Commissioner, which ensures compliance with the act, can make non-binding
recommendations, and has the power to levy finds over companies that are in
contravention of the act up to $100,000.11°

This upper limit however is considered a low penalty for larger organizations that
often hold large quantities of Data. A proposed bill- C-27 will give a Personal Information
and Data Protection Tribunal the power to “impose fines of up to 3% of an organization’s
gross global revenue or $10 million, whichever is higher. For more egregious offences,
the Tribunal can issue fines of up to 5% of an organisation’s gross global revenue or $25
million, whichever is higher.”20

As it stands today Canadian law needs to be updated to ensure that companies
are adhering to higher standards of cyber security. This will incentivize increased
investment in CTI as proactive mitigation will become a cheaper alternative to reactive
cyber security.
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Organizational Deficiencies

The organizational gap is informed by the natural tension formed between the cost-
averse nature of business and the expense of security capabilities required to protect
against highly sophisticated threats. Military grade capabilities can be deployed in the
cyber domain with ease and with little tangible consequence. Companies lack the
situational awareness to deploy their cyber capabilities effectively.*?! Businesses focus
on risk management; they balance the cost of security and productivity. Therefore,
investing in cyber security supplemented by an accurate and constant stream of
information only becomes a necessity once the damage has been inflicted.

States develop grand strategies as a means to ensuring their success which for
these entities, at its most basic level, is continued existence. According to Edward
Luttwak, a renowned academic in the field of strategic studies, states can either operate
as if they were at peace or at war.*?? In peacetime, efficiency is favoured while in war,
redundancy becomes the most secure method. It is often the least efficient and expected
path that produces the greatest effects while under threat. Given that states are constantly
under threat, they must always maintain a state of redundancy. This built-in redundancy
casts a wider net of security. However, this choice is bizarre at face value as the method
for success is paradoxical in that the state must choose the perceived worse option to
succeed.'®

Businesses face a similar problem with the proliferation of cyberattacks. They must
continue to pursue growth and profits while also having to address constant threats. CTI
can be a vital component in bridging the void that stands between effective business
operations and security. As it stands companies operate CTI via vendor-produced
software or by folding it into IT operations. These methods are reactive and cost-effective.
For businesses to combat the ever-looming costs of cyber attacks they must engage in
the task of expanding CTI operations even if it appears inefficient in the short run.
Businesses cannot operate at the same level of redundancy that states do, they must
shift their organizational structure to create as many nodes as possible within their
organization that increase the efficiency of the CTIl endeavour to create an internal
approximate for that strategic redundancy.

One way of conceptualizing this is by imbedding existing business organizational
structures into the CTI process.'?* In line with Kotsias et al.’s conception of business
integrated CTI, by having the average employees receive basic cyber hygiene training,
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they become more capable at identifying and reporting issues. By having IT teams look
at CTl as a proactive endeavor and receive intelligence training they would be
empowered to help identify future threats. By requiring business managers be aware of
the cyber landscape they can act as intermediaries able to explain the business costs of
inaction to C-suite executives. C-suite executives tapped into the pulse of the cyber
landscape could provide a more holistic picture of the real threats facing the company
and allow for more adept preventive measures.

Lack of Transparency

The next major gap is the lack of information sharing. The intelligence community
at the nation-state level has significant horizontal intra and inter organization intelligence
sharing. In the United States there are over 18 intelligence agencies.??® State alliances
like the 5-eyes (define) cast a wide net of intelligence operations. The same cannot be
said for the business sector. States concerned with power and survival are willing to
support one another to ensure their continued existence. A similar dynamic of competition
exists in the business world, yet mutual benefit seems to be under-emphasized when
compared to competitive advantage. A company in the banking sector must report data
breaches vertically to the government but they do not need to share with similar
organizations facing the same threats. Businesses must start operating in tandem to
ensure cyber protection which includes keeping sector participants up to date of relevant
threats. As mentioned in the agriculture case study, the black basta group attacks on
Empire and Maple Leaf Farms occurring in just a few days of one another highlights
similar and repeatable targetability.

Few organizations exist within Canada to help facilitate CTl sharing. The Canadian
Centre for Cyber Security (CCCS) exists to provide “expert advice, guidance, services
and support on cyber security for government, critical infrastructure owners and
operations, the private sector and the Canadian public”.1?® The Canadian Cyber Threat
Exchange’s (CCTX) mission “enables members to collaborate on reducing financial,
operational, and reputational risk through access to timely, relevant, and actionable cyber
threat information.”?” They strive to accomplish this mission through leveraging their data
exchange (a forum to “gather, enrich, analyze and share cyber threat information” among
its members) and Collaboration Centre (a forum for cyber professionals to collaborate on
current problems).'?® Both these organizations are like a fusion centre which is a
commonly discussed solution for operationalizing cyber threat intelligence within
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government. Fusion centres are publicly owned organizations dedicated to information
sharing used by public and private sector partners.*?°

An alternative to fusion centres that can operationalize CTI could be to leverage
pre-existing business associations to disseminate key intelligence to all relevant parties.
Such industry-wide association dedicated to sharing CTI could act as a liaison between
organizations for the purpose of sharing CTI. When an event occurs, organizations would
report to the association which then would analyzes the data, convert it to useful
information and actionable intelligence and then disseminates it to other organizations
within the sector. The value of such an arrangement would be to enable businesses to
maintain anonymity when a cyber event takes place while helping to secure and build
resilience in the sector. It would require non-disclosure agreements and/or other
contractual agreements to protect privacy and anonymity. Such an arrangement would
also require a major shift in organizational thinking as there may exist some organizations
that, when hit with a successful cyber attack, would rather their competitors face a similar
event than help build resilience among the industry.

Conclusion

Cyber Threat Intelligence is a field in Academia that has a lot of growth potential.
Our analysis of the case studies has found actionable information that can be used to
inform cyber security best practices.

Despite being critical infrastructure, holding enormous amounts of sensitive data
and having enormous potential bodily harm, healthcare is grievously under protected.
Poor cyber hygiene, lack of security training, outdated software, and the use of new,
unsecure technology all contribute to healthcare’s vulnerability.

Agriculture also suffers from inadequate security. Agriculture plays a key role in the
Canadian economy making cyber threats high risk. Currently agriculture has little cyber
security protections and a lack of transparency that allows threat actors to repeat
preventable attacks. Digitization and an increased tech dependency make manual
backups an increasingly unreliable contingency raising the potential impact of a
successful cyber attack.

The finance sector is one of the best defended sectors in the country but still faces
significant challenges, noticeably a notoriously slow reaction time for detecting and
responding to cyber intrusions. The financial sector is also one of the most targeted
sectors with threat actors aiming to steal money and sensitive information. The financial
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sector would benefit from improved ways to share and analyze data in a confidential and
efficient manner, allowing them to better respond to cyber intrusions.

The last case study, Higher Education faced challenges driven by the large,
decentralized nature of their institutions. The decentralized nature has led to poor cyber
security standards which allow threat actors to enter systems and then travel laterally,
allowing them to install ransomware or steal data. Higher Education Institutions also face
challenges around complex legal questions surrounding gaps in legislation and questions
around jurisdiction.

Analysis of these sectors has led us to identify technical, legal and organization
deficiencies as well as issues driven by a lack of transparency. Technical deficiencies
include lack of security software, inadequate segmentation of networks and poor cyber
hygiene practices. Legal deficiencies center around broad gaps in legislation. Current
legislation doesn’t apply to every sector and financial penalties aren’t sufficient to
incentivize large organizations to make change. Organizational gaps are largely driven
by business incentives and industry cultures. Tensions exist between the business’
bottom line focus and the expense of ensuring adequate security practices. Many sectors
also have cultures that don’t value cyber security awareness of knowledge. Finally, lack
of transparency enables threat actors to repeat attacks which would otherwise be
preventable.

Cyber Threat Intelligence can be used as a framework to address and mitigate
these gaps. CTl focuses on building knowledge and awareness so that organizations can
take a more proactive cyber security approach. Noticeably, this would allow an
organization that embraces CTI to use its employees as security actors, preventing and
detecting cyber threats in a decentralized manner.

We present several salient recommendations (summarized in Figure 5). Technical
recommendations would focus on ensuring continued progress in implementing and
improving base security standards, ensuring appropriate use of networks, securing
public-facing points, and ensuring adequate security for partner organizations and
contractors. Legal recommendations would entail expanding legislation so that all sectors
are required to have appropriate cyber security protection and expanding the
government’s ability to penalize negligent actors. Organizational recommendations would
center around making a business case for why expenditures on security are worth the
cost. Businesses could fold CTI capabilities into risk management or business intelligence
operations. Finally, the lack of transparency should be addressed by developing better
ways of sharing intelligence. This could focus on better utilizing institutions like the Center
for Cyber Security and the Cyber Threat Exchange or it could focus on using existing
business networks.
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Figure 5 Recommendations Summary Table

GAPS RECOMMENDATIONS

Legal Update Canadian laws to incentivize higher cyber security standard
Deficiencies

Organizational Imbed CTI at all levels of business through:

Deficiencies
e Basic cyber hygiene training for all

o |T teams with intelligence training

e Cyber landscape understanding for management

Lack of Leverage existing cyber security organizations
Transparency
Leverage pre-existing business associations to disseminate key
intelligence and best practices

Use intelligence sharing to build resilience in sectors

IT Challenges Continued advancement and implementation to cyber security
solutions

CTI helps address the expanding cyber threats that Canada faces. Information
brings us close to equalizing the disparity between attacker and target and this process
is critical to continued resilience in cyber security. Ultimately, this process can assist in
preventing, mitigating, and educating about cyber threats. Further advancement in this
field will prove vital to meeting the cyber challenges of tomorrow, and to this end, industry,
government, and academia of important roles to play in order to ensure its success.
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Appendices

North American Industry Classification | Agriculture, forestry, | Finance and |[Educational Al c:.:Ire
System (NAICS) fishing and hunting insurance services anc! social
assistance
Cyber security measures 2021 2021 2021 2021
Mobile security 30% 74% 42% 37%
Anti-malware software to protect
against viruses, spyware, ransomware, 65% 94% 76% 76%
et cetera
Web security 24% 80% 65% 45%
Email security 53% 94% 82% 71%
Network security 43% 91% 65% 66%
Data protection and control 17% 76% 41% 40%
Point-Of-Sale (POS) security 6% 30% 29% 20%
Software and application security 11% 68% 31% 22%
Hardware and asset management 12% 71% 35% 30%
Identity and access management 24% 79% 53% 44%
Physical access controls 12% 62% 29% 31%
Business does not have any cyber
security measures in place 125 Le c S
Business does not know 11% 1% 9% 7%

Figure 1: Cyber Security Measures Enterprises Have in Place by Industry and Size of Enterprise

Statistics Canada. Table 22-10-0001-01 Cyber security measures enterprises have in place by
industry and size of enterprise, https://doi.org/10.25318/2210000101-eng
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Figure 2: Percentage of Total Incidents

Chande, Nikil, and Dennis Yanchus. 2019. “The Cyber Incident Landscape.”
Www.bankofcanada.ca. December 13, 2019. https://www.bankofcanada.ca/2019/12/staff-
analytical-note-2019-32/.
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Figure 3: Median Losses by Cyber Incident Type
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Chande, Nikil, and Dennis Yanchus. 2019. “The Cyber Incident Landscape.”
Www.bankofcanada.ca. December 13, 2019. https://www.bankofcanada.ca/2019/12/staff-
analytical-note-2019-32/.

Legend ¥

Note: Data for certain types of incidents were too unreliable to be published.

@ Disrupt web presence 2 times
@ Steal personal or financial information 4 times
@ Steal money or demand ransom F
@ Steal IP or business data 2 times
@ Unauthorised access 2 times
® Track business activity F
® Unknown motive 8 times

Source: Statistics Canada, tables 22-10-0076-01 and 22-10-0079-01

Figure 4: Types of Cyber Security Incidents that Impacted Educational Services, 2017

Statistics Canada. Table 22-10-0076-01 and 22-10-0079-01. Types of Cyber Security Incidents that
Impacted Educational Services, https://www150.statcan.gc.ca/n1/pub/71-607-x/71-607-x2018007-

eng.htm
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GAPS

RECOMMENDATIONS

Legal
Deficiencies

Organizational
Deficiencies

Lack of
Transparency

IT Challenges

Update Canadian laws to incentivize higher cyber security standard

Imbed CTI at all levels of business through:
e Basic cyber hygiene training for all

e |T teams with intelligence training
e Cyber landscape understanding for management

Leverage existing cyber security organizations

Leverage pre-existing business associations to disseminate key
intelligence and best practices

Use intelligence sharing to build resilience in sectors

Continued advancement and implementation to cyber security
solutions

Figure 5: Recommendations Summary Table
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